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PROFESSIONAL SUMMARY

Results-driven cybersecurity and IT professional with hands-on experience across SOC operations, threat
intelligence, digital forensics, IT support, cybersecurity education, and law enforcement cyber intelligence. Currently
serving dual roles as Remote SOC Analyst at NexSecure Cybersecurity and IT/Cyber Intelligence Analyst at FGLEA
Lagos Strategic Command, leading the nationwide Digital Workflow Platform rollout. Associate Member of the
International Cybersecurity & Digital Forensics Academy (AMICDFA). Holds multiple industry certifications including
CBTP (93%), CCEP (98%), and CTIGA (90%), with a robust in-progress certification stack. Background spans IT
instruction, network administration, WordPress development, customer support, data analysis, and personal brand
content creation under the Cyber Nate identity. Immediately available for remote and onsite engagements globally,
including relocation to Australia, Canada, USA, New Zealand, and UAE.

PROFESSIONAL EXPERIENCE

Remote SOC Analyst | NexSecure Cybersecurity Nov 2025 — Present
Remote

» Monitor security events and alerts across client environments using SIEM platforms

» Detect, analyse, and respond to security incidents including malware, phishing, and unauthorised access

» Deliver remote IT and security support to clients, managing tickets with SLA adherence

« Triage and escalate incidents while keeping clients informed throughout resolution

« Conduct threat intelligence research and contribute to internal playbooks and knowledge base

» Log and track all client interactions ensuring complete documentation for follow-up and quality review

IT & Cyber Intelligence Analyst / Focal Officer | FGLEA Lagos Strategic CommandJul 2025 — Present
Lagos, Nigeria - Federal Government Law Enforcement Agency
» Designated Focal Officer for the nationwide Digital Workflow Platform rollout (April 2026), coordinating
electronic submission of arrest/seizure records via Criminal Record module and EDMS
« Primary point of contact between 100+ field officers and the central platform IT team across Nigeria
» Conduct open-source intelligence (OSINT) gathering and cyber threat analysis in support of law
enforcement operations
» Monitor and triage cyber threats via SIEM tools during high-pressure incident response windows
« Conduct onboarding and training sessions; create step-by-step guides to improve platform adoption rates
« Document all system interactions, incident logs, and workflow records maintaining full audit-readiness

Administrative & IT Support Officer | FGLEA Lagos Strategic Command Jul 2023 — Jul 2025
Lagos, Nigeria - Federal Government Law Enforcement Agency
» Delivered IT support, system troubleshooting, and user assistance in a regulated law enforcement
environment
» Managed confidential records, official reports, and internal documentation with strict compliance
» Supported secure handling of sensitive data and internal communications across agency units
» Provided first-line IT support to agency staff, resolving hardware and software issues efficiently

Beta Tester — Al Cybersecurity Assistant | Askeal 2025 — Present
Remote

+ Selected to beta test Askeal, an Al-powered cybersecurity assistant platform

» Provide structured feedback on functionality, accuracy, and usability of Al-driven security features

» Evaluate Al threat analysis outputs and flag edge cases or misclassifications



Data Analysis Intern | Codveda Technologies Mar 2026 — Apr 2026
Remote
» Performed data collection, cleaning, and analysis using Python and spreadsheet tools
« Communicated findings clearly across remote channels maintaining professionalism with supervisors
» Used Google Workspace and Microsoft Office daily for reporting, documentation, and collaboration

Freelance Virtual Assistant & IT Support Specialist | Cyber Nate (Self-employed)Jan 2022 — Present
Remote / Global

« Provide remote IT support, device troubleshooting, and software installation for global clients

» Deliver virtual assistant services including email management, scheduling, reporting, and documentation

» Manage client inboxes, calendars, files, and digital workflows using cloud tools

» Support website updates, content management, and basic graphic design tasks

+ Assist clients with CRM updates, ticket handling, and customer communications

IT Instructor & Network Administrator | DeDynamic Comprehensive CollegeMay 2022 — Jul 2023
Ogun State, Nigeria

» Delivered structured IT and computer science instruction to secondary school students and staff

» Developed custom lesson plans, teaching materials, and practical exercises

« Simplified complex technical concepts for non-technical audiences

» Maintained and configured school network infrastructure including LAN setup and troubleshooting

» Created SOPs and documentation for recurring IT support tasks; trained staff on Microsoft Office

Chapter President & Web Programming Instructor | NACOS NOUN Abeokuta Chapter (Volunteer)
Feb 2021 — Mar 2023
Abeokuta, Ogun State, Nigeria - Volunteer Leadership Role
» Served as Chapter President, managing tech systems and guiding student members in ICT projects
» Delivered web programming and IT skills training through workshops, seminars, and bootcamps
» Organised collaborative ICT events and hackathons; managed chapter communications and records

WordPress Developer | Techphilia NG Feb 2021 — Apr 2022
Ogun State, Nigeria
» Designed and developed WordPress websites for clients across various industries
* Managed client relationships, gathered requirements, communicated progress, and handled feedback
* Resolved website issues and bugs; performed maintenance, plugin updates, and SEO optimisation

IT Support Intern (SIWES) | ChoiceField Cyber Cafe Oct 2020 — Apr 2021
Ogun State, Nigeria

» Provided hardware and software support in a high-traffic environment

« Troubleshot network connectivity, peripheral devices, and system faults for daily users

+ Handled data entry, document processing, and customer-facing administrative support

EDUCATION

B.Sc. Computer Science | National Open University of Nigeria (NOUN) Graduated March 2022
Abeokuta, Ogun State, Nigeria

CERTIFICATIONS & PROFESSIONAL MEMBERSHIPS

Professional Memberships
— Associate Member (AMICDFA) — International Cybersecurity & Digital Forensics Academy (ICDFA)
— ICDFA - 22 Mar 2026 — 22 Mar 2027

Completed Certifications

— NexSecure Cybersecurity Bootcamp — NexSecure Cybersecurity - March 31, 2026 - ID: CERT-
CFD6EDBE

— Certified Blue Team Professional (CBTP) — The SecOps Group | Score: 93% - March 2026
— Certified Cybersecurity Education Professional (CCEP) — Red Team Leaders | Score: 98% - Nov 2025



— Certified Threat Intelligence & Gen Al Analyst (CTIGA) — Red Team Leaders | Score: 90% - 2025
— Critical Infrastructure Protection (CIP) — OPSWAT Academy - 2025

— Investigative Criminal Analysis Training (OSINT / Digital Forensics) — NDLEA CITF - Aug 2025
— MetBrains 7-Day Cyber Camp — MetBrains (Instructor: Prof. Dimple Chauhan) - April 2026

In Progress
— Certified RTL Digital Forensic Analyst (CRDFA) — Red Team Leaders [In Progress]
— Certified Threat Hunting and Incident Response | (CTHIRI) — Red Team Leaders [In Progress]
— HTB Certified Junior Cybersecurity Associate (HTB CJCA) — Hack The Box [In Progress]
— Certified Artificial Intelligence Security & Risk (CAISR) — Red Team Leaders [In Progress]
— Introduction to Offensive Security with Artificial Intelligence — Red Team Leaders [In Progress]
— Certified Junior Vibe Pentester — Vibe Security [In Progress]

— HCIA-Security 2026 — Huawei / Greenfield University (ICT_TECH_260120011) - Feb —Jun 2026 [In
Progress]

— The Art of Investigation (EDU-23-0522) — Splunk Training & Enablement Portal [In Progress]
— Google Security Operations - Fundamentals — Google [In Progress]

— IBM Cybersecurity Analyst Professional Certificate — Coursera / IBM [In Progress]

— Google IT Support Professional Certificate — Coursera / Google [In Progress]

— Cisco Networking Basics Specialization — Coursera / Cisco [In Progress]

— Introduction to Cyber Security — Cisco Networking Academy [In Progress]

Additional Training & Short Courses
— CISSP Preparation Course — Udemy
— Information Security Fundamentals — Udemy
— Vulnerability Identification in Cyber Security — Udemy
— SQL Injection & Cyber Security — Udemy
— Cybersecurity Unveiled: Recognizing Its Vital Importance — Udemy
— IT Fundamentals & Computer Networking with CompTIA A+ — Udemy
— Database Management Systems — GreatLearning Academy
— AWS Cloud Practitioner Essentials — AWS Training
— Microsoft Azure Fundamentals (AZ-900) — Microsoft Learn
— OSINT & Digital Forensics Labs (Hands-on Practice) — TryHackMe / CSI Linux
— Bellingcat Open-Source Intelligence Training — Bellingcat (Self-paced)
— NACOS Membership Certificate — NACOS NOUN Chapter

AWARDS & RECOGNITION

Week 5 Technical Precision Award — Red Team Leaders x OxDelta Research - 5-Week Certification
Challenge - March 2026

Selected for forensic analysis of a full Active Directory compromise chain covering Pass-the-Hash lateral movement
artefacts, ghost LSASS session detection via Volatility, and multi-source corroboration methodology. 100% voucher
awarded — redeemed for CRDFA certification.

PROFESSIONAL ACTIVITIES & AFFILIATIONS

ICDFA Editorial Board — Peer Reviewer Application - International Journal of Cybersecurity and Digital
Forensics (IJCDF) - Applied March 2026

NOTABLE PROJECTS & INVESTIGATIONS

NexSecure Bootcamp Final Projects | NexSecure Cybersecurity March 2026
* Project 1 — SOC Incident Report: Phishing & Credential Compromise (M365 spear-phishing, MITRE
T1566.001/T1078, L1/L2 response, IOC documentation)



» Project 2 — SOC Incident Report: USB Malware/RAT Infection (AutoRun exploitation, PowerShell LOLBIn,
C2 callback, memory forensics, threat hunting, MITRE T1091/T1059.001/T1547.001)

» Project 3 — VAPT Report: testphp.vulnweb.com (black-box, OWASP methodology, SQLi CVSS 9.8, XSS
CVSS 9.3, LFI CVSS 8.6; tools: Burp Suite, SQLMap, Nikto, Nmap, Wireshark, Kali Linux)

Fake Internship Phishing Investigation | Independent Research March 2026
Published: cybernatesec.netlify.app
» Investigated two fraudulent cybersecurity internship offers (Redynox & Arch Technologies)
 Identified TTPs including malicious download links, domain spoofing, Gmail-based company emails,
WhatsApp onboarding tactics
» Produced full OSINT-driven investigation report documenting IOCs, attack methodology, and mitigation
recommendations

MutaCryptor Internship Scam Network — Threat Intelligence Report | Real-Time Threat
Intelligence - TLP: WHITE April 14, 2026
Published: cybernatesec.netlify.app

» Personally targeted by Zorvyn FinTech (a fake company shell) during a fake Cybersecurity Analyst Intern
recruitment; identified the scam before any payment was made and launched a full threat intelligence
investigation

« Correlated three entities — Zorvyn FinTech, VRV Security, and MutaEngine — as a coordinated internship
fraud network targeting tech and cybersecurity job seekers globally across India, Nigeria, and other
countries

+ Documented a 6-phase social engineering attack chain: Target Acquisition — Offer & Documentation —
Onboarding Infrastructure — Manager Introduction — Monetisation Trigger — Data Retention

* Mapped TTPs to MITRE ATT&CK: T1566 (Phishing), T1583 (Establish Infrastructure), T1584 (Compromise
Infrastructure), T1587 (Develop Capabilities — Al-generated personas), T1567 (Exfiltration over Web
Service)

» Produced a 14-10C table covering domains, emails, software, and fake personas; assessed three
correlation hypotheses; concluded single-operator control is most likely based on exclusive and consistent
use of MutaCryptor across all shells

* Released under TLP: WHITE for maximum public distribution to protect potential victims globally — report
referenced by Reddit threads, Grapevine, and social media exposure of Zorvyn FinTech in April 2026

FGLEA Digital Workflow Platform Rollout | Focal Officer - Nationwide April 2026
» Leading nationwide coordination for April 2026 go-live across Nigerian law enforcement
+ Managing change management, user training, and technical escalation pipeline across all field commands

Cyber Nate Personal Brand | @CyberNate - cybernatesec.netlify.app 2021 — Present
* YouTube channel (Cyber Nation) covering cybersecurity education, IT tutorials, and awareness content
» Services: IT support, web development, cybersecurity education, graphic design, video editing
« Active LinkedIn content creator focused on cybersecurity awareness and scam exposure

Cyber Army Initiative | Concept Project Ongoing
» Visionary national cyber defense framework concept for Nigerian security agencies
» Proposes structured cyber intelligence and incident response capabilities within law enforcement

SKILLS

Cybersecurity & SOC: SIEM Platforms - Threat Intelligence - Incident Response - Digital Forensics - OSINT -
Malware Analysis - Phishing Analysis - Autopsy - FTK Imager - Blue Team Operations - IOC Analysis - Windows -
macOS - Linux - TryHackMe - CSI Linux - MITRE ATT&CK (familiar)

IT Support & Networking: Network Administration - LAN/WAN Troubleshooting - Hardware Support - Software
Installation - System Configuration - Active Directory (familiar) - DNS/DHCP - Remote Desktop Support -
Windows Server - VMware - AnyDesk - TeamViewer - IT Documentation

Helpdesk & CRM Tools: Zendesk - Jira - Freshdesk - HubSpot (familiar) - Ticket Management - SLA
Compliance - CSAT - Escalation Workflows - Knowledge Base Management

Data & Analysis: Data Collection & Cleaning - Google Sheets - Microsoft Excel - Python (basic) - Reporting -
Data Visualisation



Productivity & Collaboration: Microsoft Office 365 - Google Workspace - Notion - Trello - Slack - Zoom - EDMS
Platforms

Web & Design: WordPress Development - HTML/CSS (basic) - Graphic Design - Video Editing - Canva

Soft Skills: Technical Communication - Training & Instruction - Report Writing - Stakeholder Management -
Empathy - Active Listening - Conflict Resolution - Self-directed Remote Work

ADDITIONAL INFORMATION

Languages: English (Fluent — written & spoken) - Yoruba (Native)

Availability: Immediately available - Full-time or contract - Remote globally - Open to relocation: Australia,
Canada, USA, New Zealand, UAE

WhatsApp: wa.me/2347038171631

References available upon request.



